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2.1. X Zalo|HAlQ] HQ

17 el 4] o]opr|3h A3} nhol= 2ol D83 B
] ¥ (auxiliary information)& AAsta 3l o]=
A} AT ARSS AP el BE 2d
RhEths ovlolH, o] AA7E A 79 Zefo] A
7} AdE 4 olek 2Ev AR A F ole 2E
ARG B 7S S BrbsslRR o] Zejo)
WA Falle] o727} 5 SRS ovigich Ak Zefo]
WA= oleldt B AKe] AA RN Y AFA Z2t
oAl B3 wdlS AdA & 4 gk

R A Zefo]w Al 1970 Tl 9} 80T ghE st
MellA d7he it tmEke] g F shial AWl
g A5t E (semantic security) 4E3HE dlo]E] o]
gk A glole oW AHRE FU1 58] £ §
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o] 28] o]} AL o]Fof o]}t GIEF grie =
olch. zeju} do|ejuo] 24 i‘fﬂ"ﬂﬁ ] FEe 27t
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Al ZefolWA] By meld X—Vé } fr8AdE Xﬂ%’”&}”‘i
A& A o] Zelo|wAE BAE o glojof g}

A Lefo|wAle] Fi= o] &AEE WA
=l Stk F, 54 i<l AR} Akl E AV AHAIE
Yl o] Ate] wsleks dA o5 o3t Alols)

= Aolth. B4 N1 ARl tal] Arsi/AHAIZE o

= 7395 vAA (unbounded) W3l Akql/abA] Al
54 AHEAEe] AR} HElsls 795 7 Al (bounded)
st} g} akeF 54 sl é B wste| o8 A
o] A3zt ZA Wskghebd FARNE Ae] Ao o]

2 23 54 Ao dlolee] A 59} dlojele]
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A9 1. 2 Zefo|MA] (Differential privacy)
3 34 Al o9l Hlze ghol shbw A
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el A3} SErange(A) °oaL, ofe] 4% v
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A2l 2. A €= (global sensitivity)
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T Al Hial] 2= Fho] sk Aol vz o] H|
olE{Hlo] 2 D13} D2& gl o2 s Ao Axle )
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At oA (outlier)7} 2 7 F-oll= WHEE AA 5]
oA A AA A Z ko] AAE ] AA A& A
A7 % Slek. o2 wakshs] Sla) 21l 54
ZF=(local sensitivity)2he 702 #|gkslsic).

A9 3. IAA WIZE (local sensitivity)

A ool Al FAH ke oo A
g Acll dial] #HlZ= gho] shuprt Abo] vz o] % ]
olefslo]x DI D2& §1H o2 dhi= Ao Axpr} 2}
2 A4k o o, G doelulo] s DIS Al
Folzlrka 7pg e,

Af = maxpi| [A(Di-A(D2) |1

FAA WZtEE A w7k vl AR S
ol=d], o]& & =rQle] B 7lsgt dlo|elE oA
07 = A R Ee}l e A AR Zelolw A
A4 gl dleleuo] s weddly] et o]=
dlolelel] ek HRE LEsle ol QJo2rF 2]
ol 53] $8l B-22F(smoothing) Y E|EHE
At F-84E FAA = ode AEE F FA
(sample and aggregate) U12]&S Algtaldrt

AER] F 3 daElE2 S AA A= T+

A e, AE AN HelE Al D k] -4
Aoz yPET 4 12 Al el F5 (D)F
FaRhh A% el o) 27k ARIIA] Shel,
o1F A A fD)St K(DYS eHA ol SR
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2.1 Aol AHE A mefolulAo] 4o BEA
717] 918 ofe Ay mejolulA] w7 Fo] Alkel3)
o A zefolul A wFAUE F 7 71 EAR Fee
ehels dAYZe] Sleh.

A9 5. g}Ze}~ v|AYZ (Laplace mechanism)
T (D)E dleleidlo]~ DE AR Fereta
A o, ¢ - A ZEe|WAE UE3he BHEEs
" AUEL LID)=A(D)+Z2 A o€t o] ] z= 3+
o] 0o]aL A4te] b]l BFEEt FEE F3 AAE

epgels »xE hoat Pk
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gHEeks WAUSS Ag deoleE dieR 3
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g 53 A3k Y] Ao 54 1gEeE o
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wow Addd &5 A4 ez 230 Pl vzt
T oyt 3ol AXtEL
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30 Y4B F1F0E Askgre] AYE H5E o}
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wo]= zov|EE B¥ Prla=4]= T =

HAUS A zte] 9ol k. o] =F AFyi st WA
o &= Ao]7} Ealgict JH gk A Z(Input perturbation)
= 7P 4 WA R, dlolE A Ao o] =E AtslE)
= Zelth

X=x+z
A5k 2 output distribution)-> $H f(d)<e] 23}

2% Aok A 02 kol = Al L
olelel qligkel ols) AAH.

=% g4 22H(Objective perturbation) [5] X=°]
28 B4 Gool A AT2, Folal Ll Zo]
Z1# 2~ < (convex fuction) j(g, d)y& 3L o] o]
Z5 A3k Aol

F=Arg min(j(u,D)+gtZ)
2.3. M J}l=M(Composibility)

dloJejulo] el W3k A7t Amdes F7Hal
A eFo] WAstn R AR LefolufAelx= Aol S
3 & 5 ol IAAE Ak, o] E Zefo]wA] o
“Hprivacy budget)o-® Fe|ghch oikE- dlo]euo]
2 ApA o= Abgle] 24 Aefo] o) ento g A
Fle Aozt ofe] Wl =AY Hlole e
el Aot sad uf AHE ZefonjAlolA = tha-2
A e e ARt
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A2 1. 3 F4(Sequential composition)

o] g At AR Zeto|WAlE gty &
u, A(D)2 ALAl Ao el At Zefo]W A=
(Zie)- 2 ZEfo|H Al S w3t}

Ae 2. W& T4 (Parallel composition)

sele] g AVt ARE Zefo] Al wEESt
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E Sk gk o] & H18) vhekt Hee -
7b EAsd, P dd
B)-usefulness °]t}.

error, kl-divergence, variance of the error, Euclidean
distance S°] AR&-Hc}.

o] 9o % relative error, absolute

2.5. AH2 Z20|HAlQ] F tE

o2 9A% ALEY RRE AL Zelo|wA|
A A 2 7] eI AAZE ek AR Zetoln
Aol 74 dA =7] o] fﬂOlEiﬂﬂ |2} b2 mizk
E5 Ay dlelelddl A8 50S o 43 f-84S
Holn] o] 27o] g7 ‘L’%%ks o= FEF o]=
Aoz AR -84 AstE Bl [6, 7] $el
A AdEg 784 Al g w2 Alvlske 2 b
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Aikst (3) AFHES o] = dlolEE AlAl dle]
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£ AL Aol o1 98 v e 5
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wrp2 FHke [10]e14 RelFE HAd 34
(side-channel attack)oll tgF F<Fgolrh [10]2 Elo]
7 F7(timing attack), A€l 57 (state attack), Zz}o]
B A] oAk 4 (privacy budget attack)2] 37}4] 52|
AL AL AN Aok F, 5 24 9A13)
S JrHer o) Azte] Ael= Ao 2=F A
A A Mg ol WaleE Rebd, o] &
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o] SJel eo) el Akt 7|0l heke 4, eo]
vlahs v} ] ket 2] s d

¥ efoln A} A6l AgHE AL Walshs 8
ofe}. et el4F Y= ool ¥

o AHgAE ol Fhseha o]F B o4t SR s
Foieha sfeiehs, AgAlEe] Aol €A ik
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2 [12]efl4 2l H}g} 7¥o] 7+ dloE]So] =)Ao
71 g

e¥ehs ole). o] A% A zefolu Al 7} dlolelzt
o) 42 telelel ool ol o T ol 4

QJahs A olojA A Hek. $leA] QI A =
o] vu Fopdo] jet Qs skow nr} e o
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. b2 Z2|0|HAIS] HE

A stefolu]A] A4 dlole] A A o)
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} Sbsh dlolel RAApE o2 Sl
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ks o] 218 AEEE AY do|EE

A A
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Aeolet. (13190 whzwd k] Aol Hal (O(Vi) <
o]Z% A ANE AFH 4 gl Zetolul WAY
Z(private mechamsm)i g, 2 ol FAx}
- E W] A= ATk 3 71

= JJEH 4E—4 el =2 o)) diite] == dleo]E
E A5 & F 7] wEeltk o] ¥4 O(nlog2n)
el dejw A ﬁfjrc S AzFste] dolguo] ~E
ANTFE 5 ik A& , dle]&l #3ke] n=5,0007H
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of i3k A7

ol ) 50<n/100W9] 273 Aok 2o 200
N elake] efE AW dlelewo] 2 AFFo] 755}
t}, o] 7% FHo 2F= 200/5,000=4%¢] E3}sic}, o]
Z g 7l 2 s A3 (blatant non-privacy)=kr H-
2] o] WAEpy| flte] AFsA WA e At zefo]
WA 28 Alelli= et A] oflaks A3 Aole]
= A 3 Bert otk [14]= 71 g feles
A wple] mlEgAel WE oE Mo, Fed
(fourier) M35 58 W} 849 345 Bk
Zrefut Aefeo sl APl Al eflate] AeA 3l
thie Aok dlolglo]~ A0 A4S A3HA7]
t} [15]= o] Al sy S8k vAUSS Ak
o}, 2k Al AoE A& AHgk(class of
queries)’ ol X35l Ao E ARSI oAlabS AHoksl=
Zlo]et. [15]9] A& o]4t dlo]El7} obd Z$elle &
A7 k= A3 &4 *Woﬂ 7 ejl Ao s
ARk AR 7hs sl Aol [16]9] AAES AolE
o2& (hard) 2]} 4& (easy) do)2 RFsla 5
& Aole oA ALyt o] FolAd AFE AHEE
of elakg Aeofatar, ofel - M oef tafjAnt o]
Absighe}. 07148 5l o] oA A&
&2 oo} cofe] 9 A7 HFateA|o] th3t EAlo]
[17]2 o] ¥AIE Zefo|ul We|ZeAlo|H B 75
2| (private multiplicative weight)2F= wlAUZE A}
g3te] s Astdet. [17]el14] WAYELS 2 2= toh
Aol AHgste] dloleMlo]~E o] Esta, 1
AdE o]Ae] ehrs} nlagich Ads A (lazy)
°M 7441 (update) o2 AA ==, Al - o)A
o] o] A3E ARg-staL 73Ale] g o] EE 43
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i R S =
FE0] et Zepoln A ot A4 FAlE

3.2. HMSH 4

A meoluAlolA] ulakEA WAl A4 dlole)

S ZARE AA dlolE S WS A dolE el X
|22 AFqlste] wakal glole = mjEsto 2a DAIE

o

al

3.2.1. s|AE%(histogram) A4

o —)F"ﬂ H] °H 25w Aoje] frgAlo] 5"1’74] Zﬁd%ﬂ’.
nbef zb 7y &40 3ol obd, 7 Al(marginal) with
o) ZE Al A, AR Y kol2E A
T 9lot o] - A7 ndFAd o] WAF= A
7} gle} [18]2 o] & &l 23] $lal =& low order 73
Aol thal Fe]ol] MHE A83) A2 oFE WA
< 7S Al [19]= 239 HAYZ 7
o AEH e 7|Hkel Fefof] W3S AMSgF o] Ahdd
< AAEE 2012 F)2E2#e] A3 Aok o
o ARska ol ddskel A BlaEage] Yo
£ 27| 918 FA=] (post-processing)E F& 3T

slaETE AL 913 = e Hc}ﬂé,% Ay 23S
ARESh= Aotk wkek 479 o] gl o] =9 Ak
= veba 3 o) Zbzhe] Ale] glel| AR xejolniAlE
Zggkcha g9 FARE 4ve ) ey dakE Ad)
of ko]=F Alethd AR velrh A& HH%1 49
9] 7%, 3719 Aol ko]=E A= i) shel 3
o o]|=E 412 F Al FlA] w2 g A ko]
ZREES W Fo] o] AL EAeE AE 7 &
Aark. &, A= o ro|z 71eH Ao A3 3o
2 o E it & 5 ik 211904 A8 232
EZ 9 AS(coefficient) & A A= 7, vEZ] A w7

SO 2 Atk Al]tehz 7[H el = A5 ¢
A2E WE 459 Ao ZEAR AMFOEHN dlo]
Ejeo] 2ol T3 A §lo] *‘«Ml ﬂh Xd ki

= el
o3} & F= AuE 49 ﬂ%ﬂ Hﬂs}t Ao 58

S HA5 & ik g #HA 9 A= A
s H]-g-2 EAf3he, o] 7 H4}
ol M| EEH | B R [22]& Z2lolH
Al WA e 7# dejuie} wiAsta, Holgh #a
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(singular value decomposition)E AH8-3}e] &4
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3.2.2. IE|MY(Partitioning)

O

Fe P A, slaEa v A2 A 4
o8 319 dd o7 Balsle] wo|=E Abgldit) chut
7 Aol Z77F wAE] oA Hern® A A
Shsubdivision)S 2= Zlo] FEIHYS £3F ko]
ellA Fagh EAolt). dubqer Ee] r|vte] g}
Elado] AR Zefo] A Hfel f-g38lrta dedA
ork B 7|uke] e A5, S AR 3A
T glon, 319 AR WegdeE o A ghol
EEFHEE T B2 o ko|=E ARslaloR & 23]
oA Akl AMH AeJE E3she o] Ut
A dlE o] wjE R AxtEch 2412 WS
(range) A2|E 918k ¥ dlole] <@ A (spatial data
indexing)s 918 2HE Zeto|HAlE A-43hth 7|4
£ dlo]e] ¢]&4(data-dependent)?] 73-$-¢} dlo]E] &
T4 (data-independent)ql 73-9-2] F 7}A|¢] 4= 1}
o] Zpzke] Aol A3 Ex :IL F AHE3kdch
[25] DP-trees #|SF}oct. ©]
zalo|M Al o4t ddal JIkA 7<}Xﬂ(consistency
enforcement)& A|33h= Eg] FFolr} o
2410 wlsl Ao AEE FFAFAZ

L2 HEJ
_l
[N —1Er

Iv. Cist SEfe] xki2 Za2l0|HA| S

4= dHeolg mleld H 7AE, AR
(trajectory) Ho|E]E B]FEgE 93] dlo]E], SNSol|A] A}
S5 2z el diole 5 chekgt e dlelE
o 2kt Zefo|w A5 A&7k Aol dsl] AtwfErt
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L 7yelth. Wi Edoly A Eq A3 E = 9]
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©.2 AXTE [26] % HRET = 1S oo e}
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V. No free lunch in data privacy
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